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Complying With the fiRed Flagd Rules

NACHC has prepared thissue Briefto assist health centers in complying with sloecalled
fiRed Flag rulesissued by the Federfitade Commison (FTC).* The Red Flag rulesequire
covered entities to implemecertainmeasures to detegrevent and mitigatedentity theft
Although thecompliance date for the rules wdevember 1, 2008, theTC has delayeds
enforcementntil May 1, 2009to allow coverecentitesadditionaltime todevelop and
implementpoliciesand procedures.e., a compliance program, in accordance withriiles
The programmust be in writing andhustbe approved by the board of directors. Therefore,
health centers that determine that they are covered by thRed Flagrules shouldact
promptly to meet the May 1, 2009 deadline.

Background

The Fair and Accurate Credit Transactions Act of 2008 h e), whicht amended the Fair

Credit Reporting Actrequiredthe FTC (and federddanking industry regulatorggenciesto
issuereguldions regarding the detection, prevention, and mitigation of identityHEfie

regulations are designed to protect consumers by requanngng other things, thhtisinesses

that extend credd@nd maintain covered accouliés defined in th®ed Flaguleg to customers

develop a written program, approved by its board of directors, that identifies warning signs and
suspicious activity (that P $heprdgram sustfincladg s o) o f
measures to preveittentity theft and & mitigate damages from instances of identity traet,

well asprovisions forstafftraining andoeriodic program updateas needed.

It is likely that most health centers are covered by the Red Flag rules on account o&the br
scoper eodfi tfib r Mo aer e subjextdaheregtatioasoHowever, whether an
individual health centeris covered by the Red Flag ruledependsentirely on its specific

billing and collection practices Accordingly, health centers are well advised to review @ R

Flag rules to determine if they are covered and, if so, the actions necessary to comply with them.

Penaltiesand Enforcement

The FTC may impose civihoney penalties (up to $2,500 per viadaj where there is a pattern
and practice oknowing violdions of the ruleé. In addition,state Attorney Generahave

! The rules can be found fattp://www.ftc.gov/os/fedreg/2007/november/0711090redflags.fitie FTC Red Flag

rules are at page 63771 of thederal Registenotice.

2The FTC defines fiiddoemited orwptternphed dsingthe adsntityicd andtheraparson without
authority.o 16 C.F.R. A 603.2(e).

% Health centers should be aware of another provision of the Red Flag rules that requires users of a consumer report
to develop reasonable policiesdgorocedures to follow when they receive notice of an address discrepancy from a
consumer reporting agency. This provision would be applicable to health centers that use consumer credit reports as
part of their background checks on prospective employeiéshey use credit reports in determining whether to

extend credit to patientsSeel6 C.F.R. § 681.1.

* While, the FTC does not have general jurisdiction over nonprofit organizations, such as health centers, the Fair
Credit Reporting Act, under whiche Red Flag rules were promulgated, authorizes the FTC to bring enforcement
actions irrespective of any other jurisdictional tests. Moreover, in a Jund=2@Business Alerthe FTC stated:

i wh e r -profinandngovernment entities defer paymentgoods or services, they too are to be considered

cr edi Seavivs.ftc.gov/bcp/edu/pubs/business/alerts/alt050.pdf



http://www.ftc.gov/os/fedreg/2007/november/0711090redflags.pdf

authority to eforce the rules andhay recovedamages of up to $1,000 for each willful or
negligent violationplus reasonable attorney feéthe Act does not authorize private individuals
to bringan action to enforce tiiRedFlagrules However, a person harmed by identiy theft
may be ableto bring an action agpinst a health center underavailable state law.

It is important to note thatenalties under thieed Flag rulesrise from vidations of the
guidelines €.g, failure to establish an identity theft prevention program consistent with the
guidelines in the rules), not from individual instances of identity theftiving a patient or
customer.In fact, identity theft may occur dai¢e the implementation of a compliant identity
theft prevention program.

Health centers shoulllsobe aware that it is unlikely that the FTC will initiate random

compliance audits of health centers. Nevertheless, if there is an instance of idefttay tkher

event that results in a complaint to the FTC or the appropriate state agency, the health center will
be at risk of an enforcement action and penalties if it does not have a compliant program.

A health center shoulkbnsidetthe risks of an enforcement actiom light of the facthat identity
theft can caussubstantial financial harm to the health center and patenisell as sevelg
damage t he heal tHealeentérs likedall otherehpalintcare prowviders,
already areequired under thelealth Insurance Portability and Accountability AdAIPAAOG )
Privacy and Security Rules to prevent unauthorizeda$iseeof protected health information.
Preventing unauthorized access to and/or disclosure of patient informatrditad to protect
patients from identity thefalthoughstrict adherence to HIPAA privacy and security measures
alone isinsufficient to comply with the Red Flag rule§herefore, health centensould be well
advised tamplement identity theft proteicn measures as required by fed Flag rules.

Covered Entities

TheRed Flagules apply teentities that regularly extend, renew, or contintedlitand that offer
or maintaincovered accountsThese terms are defined in the regulations and areieaglenore
fully below.

Extending Credit

The threshold question for a health cemdedetermine if it must comply with the Red Flag rules

is whether itextendscrediCr edi t i s defined for purposes of
granted.. to deferpayment of debt or to incur debts and defer its payment or to purchase

property or services and defer payment there®rA.health center that allows patients to pay

on a periodic basis to defer full payments (with or without the imposition of anyriese or

carrying charges) is extending credit under the regulations and would be subject to the

regulations

® 15 U.S.C. § 1691a(d).

®One must extend credit Aregularlyodo in orderodo tios breota fc
defined in the regulations, but a reasonable conclusion may be drawn that deferring payment on an infrequent and
intermittent basis would not be sufficient for a healt|



Note that the FTC takes a very expansive view of what constitutes a deferral of payment.
According to the FTC, a deferral of paymérdnd theefore the extension of creditakes place
any time a customer/patieleiaves theremises without having paid in full for the
goods/services provided hus, billing a patient for servicadter the service isrendered with
the expectation that the pantit will pay in full upon receipaf the billis considered extending
credit to the patient

Conversely, requiring payment in fat the time of service(including discounted fees under a

A s | i d scalgeitferirecash, with a credit card, or vithad party such as Medicaid,

Medicare, or other third party paydoes notonstitute thextensiorof credit. Note, however,

that if the patient remains responsible for any part of the cost of the service provided (such as an
insurance deductible opgay) that is not collected at the time of serytbe transaction is

considered to be @edit transaction

Maintaining a Covered Account

Even if a health center isaeditor(as defined in the regulation#)is not covered by the Red
Flag rules uless itmaintainscovered accoust

The regulations definenaaccounta s a ficonti nuing relationship e:
obtain a product or service for personal, family [or] household ... purpbses.

A covered accouris definedas

An account that a... creditor offers or maintains, primarily for personal, family,

or household purposes, that involves or is designed to permit multiple payments
or transactions. and [ahy other account that the creditor offers or maintains

for whichthere is aeasonablyoreseeable risk to customers or to the safety and
soundnessf the... creditor from identy theft,includingfinancial, operational,
compliance, reputation, or litigation risks.

Thus, abilling accountmaintained foila patient iao has a continuing relationship with the health
centeralmost certainly would be a covered accottawever, the FT@akes the position that an
account thais designed to permit multiple paymeatso is a covered accourftor example, a
billing accountopened for a patiemteated athe healthcenterwhile on vacation would be
considerech covered account if the billing system would permit multiple paynesms though
the patient paidh full for the serviceand there is no likelihood @f continuingrelationship.

Mor eover, given the definition ofpafieatccount o i
medical records may well fall within the second prong of the definitimowéred accounjshat

is, records for which there is a reasonably fazabée risk to patients or the health center from

identity theft. In short, health centers would be well advised to assess the risk of identity theft

with respect to all of its accountis., patient relationships

" 16 C.F.R. § 681.2(b)(1).
® 16 C.F.R. § 681.2(b)(3).



Key Features of the Red Flag Rules

TheRed Flag rules have many featutgsical of a compliancgprogram Importantly, the rules
permit ahealth centeto structure amdentity theft protectiorprogramappropriate tdhe health

c e n taetivitiesand thecomplexityof the covered accounis maintains Moreover,a health
centermay incorporate provisions of its existing policies and procedures that are designed to
protect patient identity, such as HIPAA privacy and securitprograns. As with most
compliance programs, the Red Flag rdiase both substantive and procedural features.
Neverthelesst should not be difficult fom health center to implement a compli@tentity theft
protection program.

Developing an Identity Theft Prevention Program

The Red Flag rules require a healénter to include certain elements in its identity theft
prevention and detectiggrogram However, the prograrshouldbe appropriateo the size and
complexityof the health center and thevered accounts thatraintains The required
elementswhich must be reflected inwritten policies and procedures, as applicabjareas
follows:

1 AssesRisk. A health center mugteriodically determingvhetherit maintains covered
accounts and, in particulawhethernt offers or maintains accounts for which tbés a
reasonable foreseeable risk to paientsor to the health centeaf identity theft, taking
into account thenethodst provides to open or access accounts andoaeyious
experiencesvith identity theft

1 Identify Red Flags A health centemustidentify what signals of potential identity theft
(i.e., Red Flagsarerelevantto its covered accounts and include them in its program.
Specifically, the rules require covered entitietmsider, and incorporate agpropriate
guidelines for amdentity theft programthat the FTC published #ppendix A to the Red
Flag rules. (A copy of Appendix A is includedth thisBulletin.)

Appendi x A provides that an RedFlegpfromtthe t hef t
following categories

- Alerts, notifications, or other warnings from consumer agencies or service
providers (Note that the Red Flag rules do not require a health center to seek a
consumecredit report before extending credit to a patient, but it should include
p o s s Red Flags diovided by those agencies in its identity theft prevention
program if it does s.

- Suspicious documents.g, evidence of forgery or alteratipmformation that is
not consistent with existing information on file

- Suspicious personnel identifying imfoation e.g, photographor physical
description inconsistent withctual appearance; fictitious address; duplicate
Social Security number.



- Unusualor suspiciousctivity in a covered accourd.g, failure to make
payments; late or missed payment withprior history of nonpayment

- Notice frompatients victims of identity theft, law enforcemeioffficials, or other
persons regardingossibleidentity theft.

Detect Red Flags Once a health center has identifRddFlagsof possibleiddentity

theft thatarerelevantto its operationsit must develop written polies and procedures to
detect instances dfioseRedFlagsoccurringin connection with the opening néw
coveredaccounts anwith existing covered accounts. This would include, for example,
obtaining identifying information about and verifying tidentity of patients for new
accounts anduthenticating patientsnonitoring transactionsandverifying the validity

of change of address requests in the case of existing covered accounts.

RespondAppropriately . A health center must have written polices and procedures that
provide for amappropriateesponse to Red Flags that are detected, commensurate with

the degree of risk posed. In determining the appropriate response, theouldsthata
covered entity mudstactcomsiode thafiagn@ryav atcire@ s
theft, such as a data security breach tastiltsin unauthorizedccessoap at i ent 6 s
account records or notice of fraudulent conduct on the part of a palieatule

indicates that aappropriataesponsemay include:

- Monitoringa covered account for identity theft

- Contactingthe patient

- Changingpasswords or security codes that peamites$o a covered account

- Not opening a new covered account

- Reopeninga coveredaccount with a new security account, or closing a covered
account

- Notifying law enforcement

- Determining that no response is warranted under the circumstances

Note thathese are merely examplesapipropriateesponsesA health center could

reasonably determine that otlmesponses am@ppropriate Further, appropriate resposse

to data breaches are likely to be included in a heakhn tHEPAM security and privacy
policesand would not have to be developedgarpose®f compliance with the Red

Flag rules.They should, however, be incorporated intothéeal t h center 6s |
theft prevention and detection program.

Periodically UpdateProgram. A heal th centerés identity th
be updated peardically (including the identification of relevant Red Flags to reflect

changes in risks to patients and to the health center from identity tAdfiealth center

should take into account such factors as:

- The health center bseftexperience with ide

- Changes in the methods of identity theft and in the methods to detect, prevent, and
mitigate identity theft

- Changes in the types of accounts that the health center maintains



- Changes in the business arrangements of the heegitér, including service
provider arrangements

Administering an Identity Theft Prevention Program

While health centers have substanflieibility in establishing an identity theft prevention
program, the Red Flag rules impose certain administregtyg@irementshat nustbefollowedin
order to have aompliantprogram. These requiremsiatreas follows

1 BoardApproval. A health centerds initial identity
board of directors(A health center may delegate approval to an appropriate boa
committee if its bylaws permjt

1 Ongoing Oversight. The program must provide for ongoing oversight of the operation
of the program, including at least an annual report on compliance addressing the
effectiveness of theealthcentefs polides and proedures in addressing the risk of
identity theft and recommendations for any material changes in the prograsher the
Red Flag ruls, the board may delegate its oversight responsibilitydonamitteeof the
board orto specifically designated memberfsthehealthc e n tsenroringanagementn
any case, the board should assign specific
implementation, provide for review of compliance reports by the appropriate authority
(board or designee), and assign authority for agpg materiaimodificationsto the
programthataddress changing identity theft risks.

1 Staff Training. St aff must be trained, fnas necessar’
program. Training should address risks of identity theft that the health bester
identifiedandshould beappropriatd o t he heal th center s i ndi\

1 Oversight of Service Providers. The health center must exercise appropriate and
effective oversighof vendorgproviding services in connection with a covered antou
e.g, billing and collection services, to ensure that the activity is conducted in accordance
with reasonabl@olicies andporocedures designed detect prevent, and mitigate the risk
of idenity theft. This might include, for example, contract psowis requiring the
service provider to follow the haw®wlth cent
implement similar polies and procedures to detect relevant Red Flags and either report
them to the health center or take appropriate steps to pr@venritigate identity theft.

The FTC expects to publish more detailed guidance on the Red Flag rules, which may clarify the
agencyo6s interpretation of these and other s
about compliance may be addresseRedFlags@ftc.gav

For further information, contact Roger SchwatNACHC: (202 296-:0158or
rschwartz@nachc.caom
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(ii) Provides to the cardholder a
reasonable means of promptly reporting
incorrect address changes; or

(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§681.2 of this part.

(d) Alternative timing of address
validation. A card issuer may satisfy the
requirements of paragraph (c) of this
section if it validates an address
pursuant to the methods in paragraph
(c)(1) or (c)(2) of this section when it
receives an address change notification,
before it receives a request for an
additional or replacement card.

(2) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular
correspondence with the cardholder.

Appendix A to Part 681—Interagency
Guidelines on Identity Theft Detection,
Prevention, and Mitigation

Section 681.2 of this part requires each
financial institution and creditor that offers
or maintains one or more covered accounts,
as defined in § 681.2(b)(3) of this part, to
develop and provide for the continued
administration of a written Program to detect,
prevent, and mitigate identity theft in
connection with the opening of a covered
account or any existing covered account,
These guidelines are intended to assist
financial institutions and creditors in the
formulation and maintenance of a Program
that satisfies the requirements of § 681.2 of
this part.

I. The Program

In designing its Program, a financial
institution or creditor may incorporate, as
appropriate, its existing policies, procedures,
and other arrangements that control
reasonably foreseeable risks to customers or
to the safety and soundness of the financial
institution or creditor from identity theft.

1I. Identifying Relevant Red Flags

(a) Risk Factors. A financial insti;ution or
creditor should consider the following factors
in identifying relevant Red Flags for covered
accounts, as appropriate:

(1) The types of covered accounts it offers
or maintains;

(2) The methods it provides to open its
covered accounts;

(3) The methods it provides to access its
covered accounts; and

(4) Its previous experiences with identity
thert.

(b) Sources of Red Flags. Financial
institutions and creditors should incorporate
relevant Red Flags rom sources such as:

(1) Incidents of identity taeft that the
financial institution or creditor has
experienced;

(2) Methods of identity theft that the
financial institution or creditor has identified
that reflect changes in identity theft risks;
and

(3) Applicable supervisory guidence.

(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriata.
Examples of Red Flags from each of these
categories are appended as Supplement A to
this Appendix A.

(1) Alerts, notifications, or other warnings
received from consumer reporting agencies or
service providers, such as fraud detection
services;

(2) The presentation of suspicious
documents;

(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;

(4) The unusual use of, or other suspicious
activity related to, a covered account; and

(5) Natice from customers, victims of
identity theft, law enforcement authorities, or
otker persons regarding possible identity
theft in connection with covered accounts
held by the financial institation or creditor.
III. Detecting Red Flags

The Program'’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered
accounts and existing covered accounts, such
as ny:

(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in the
Customer Identification Program rules
implementing 31 U.S.C. 5318(1) (31 CFR
103.121); and

(b) Authenticating customers, monitoring
transactiors, and verifying the validity of
change of address requests, in the case of
existing covered accounts,

IV, Preventing and Mitigating Identity Theft

The Program's policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detectad that ere commensurate
with the degree of risk posed. In determining
an appropriate response, a financial
institution or creditor should consider
aggravating factors that may heighten the risk
of :dentity theft, such as a data security
incident that results in uneuthorized access
to a customer’s account records held by the
financial institution, creditor, or third party,
or notice that a customer has provided
information related to a covered account held
by the financial institution or creditor to
someone fraudulently claiming to represent
the financial instituation or creditor or to a
frandulent website. Appropriate responses
may include the following;

(a) Monitoring a covered account for
evidence of identity theft;

(b) Contacting the customer;

(c) Changing any passwerds, security
codes, or other security devices that permit
access to a covered account;

(d) Reopening a covered account with a
new account number;

(e) Not opening a new covered account;

(f) Closing an existing covered account;

(g) Not attempting to collect on & covered
account or not selling a covered account tc
a debt collector;

(h) Notifying law enforcement; or

(i) Determining that no response is
warranted under the particular
circumstances.

V, Updaling the Program

Financial institutions and creditors should
update the Program (including the Red Flags
determined to be relevant] periodically, to
reflect chenges in risks to customers or to the
safety and soundness of the financial
institution or creditor from identity theft,
based on factors such as:

(a) The experiences of the financial
institution or creditor with identity theft;

(b) Changes in methods of identity theft;

(c) Changes in methods to detect, prevent,
and mitigate identity theft;

(d) Changes in the types of accounts that
the financial institution or creditor offers or
maintains; and

(e) Changes in the business arrangements
of the financial institution or creditor,
including mergers, acquisitions, alliances
joint ventures, and service provider
arrangements.

VI. Methods for Administering the Program

(a) Oversight of Program. Oversighl by Lhe
beard of directors, an appropriate committee
of the board, or a designated employee at the
level of senior management should include:

(1) Assigning specific responsibility for the
Program’s implementation;

(2) Reviewing reports prepared by staff
regarding compliance by the financial
institution or creditor with § 681.2 of this
part; and

(3) Approving material changes to the
Program as necessary to address changing
identity theft risks,

(b) Reports. (1) in general. Staff of the
financial institution or creditor responsible
for development, implementation, and
administration of its Program should report
to the board of directors, an appropriate
committee of the board, or a designated
employee at the level of senior management,
at least annually, on compliance by the
financial institution or creditor with § 681,2
of this part.

(2) Contents of report. The report should
address material matters related to the
Program and evaluate issues such as: The
effectiveness of the policies and proceduras
of the financial institution or creditor in
addressing the risk of identity theft in
connection with the opening of covered
accounts and with respect to existing covered
accounts; service provider arrangements;
significan: incidents involving identity theft
and management’s response; and
recommendations for material changes to the
Program.

(c) Oversight of service provider
arrangements. Whenever a financial
institution or creditor engages a service
provider to perform an activity in connection
with one or more covered accounts the
financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed
to detect, prevent, and mitigate the risk of
identity theft, For example, a tinancial
institution or creditor could require the
service provider by contract to have policies
and procedures to detect relevant Red Flags






