Policy:
Federal Trade Commission Identity Theft Red Flag Compliance Program 

Purpose and background:  
The President signed into law the FACT Act on December 4, 2003 which authorized the Department of the Treasury Office of the Comptroller of the Currency, the Federal Reserve System, Federal Deposit Insurance Corporation, Department of the Treasury Office of Thrift Supervision, National Credit Union Association and the Federal Trade Commission to jointly issue final rules and guidelines requiring each financial institution and creditor to develop and implement a written Identity Theft Prevention Program to detect, prevent and mitigate identity theft in connection with the opening of certain accounts or certain existing accounts.   
While the major focus of the rule is on financial institutions and credit and debit card issuers, the rule also applies to a “creditor” who regularly extends, renews, or continues credit; any person who regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who participates in the decision to extend, renew or continue credit.  A “covered account” is defined as a consumer account designed to permit multiple payments or transactions, or any other account for which there is a reasonably foreseeable risk from identity theft.  The Federal Trade Commission is the Federal regulatory agency that reviews the compliance of general creditors and consumer reporting agencies with the act.
This policy is written with a focus on for a Health Care Center‘s compliance with the Federal Trade Commission Identity Theft Red Flag rules.  See Fed.  Reg. ,  Vol. 72, No. 217, November 9, 2007.  See also 16 CFR Part 681.
Policy and Procedure:

I. Authorization by Board:

A. The Board of Directors and/or the Executive Director of Health Center authorize the Director of Risk Management to implement this policy with the assistance of the heads of the involved departments.  See Appendix A.
B.  The Board of Directors and/or the Executive Director of Health Center authorize the Director of Risk Management to update the program annually to address changing risk with regular reports to the Executive Director and the Board of Directors as necessary.  See Appendix A.
II. Identification of Applicability of Federal Identity Theft Red Flag Rules:

A. Determine if Health Center  is a “creditor” :

1. who regularly extends, renews, or continues credit,

2.  any person who regularly arranges for the extension, renewal, or continuation of credit,

3. or any assignee of an original creditor who participates in the decision to extend, renew or continue credit.  

4.  If not a creditor, this policy does not apply to this organization.

B. Determine if Health Center  offers or maintains a “covered account”:

1.  which is a consumer account designed to permit multiple payments or transactions, or 
2. any other account for which there is a reasonably foreseeable risk from identity theft.  
3. If not, this policy does not apply to this organization.

III. Perform Risk assessment if after review, it is determined that Health Center is a “creditor” who offers or maintains “covered accounts” and the FTC Identity Theft Rule applies.
A. Identify prior Identity Theft incidents known to the organization; evaluate how it occurred and what reasonable policies and procedures could have been used to prevent the incident from occurring previously.

B. Identify process for opening and providing access to accounts that is currently used for covered accounts.  
C. Identify security process for providing access to accounts that is currently used for covered accounts.
D. Identify relevant Red Flags for the covered accounts that are offered by Health Center.

1.  Categories of Red Flags. The Program should include relevant Red Flags from the following categories, as appropriate. 

a. Alerts, notifications, or other warnings received from consumer reporting agencies or service providers, such as fraud detection services; 

b. The presentation of suspicious documents; 

c. The presentation of suspicious personal identifying information, such as a suspicious address change; 

d. The unusual use of, or other suspicious activity related to, a covered account; and 

e. Notice from customers, victims of identity theft, law enforcement authorities, or other persons regarding possible identity theft in connection with covered accounts held by the creditor. 
2. Additional  examples of potential Red Flags that may be considered are:

a. Alerts, Notifications or Warnings from a Consumer Reporting Agency 

(1) A fraud or active duty alert is included with a consumer report. 

(2) A consumer reporting agency provides a notice of credit freeze in response to a request for a consumer report. 

(3) A consumer reporting agency provides a notice of address discrepancy.
(4) A consumer report indicates a pattern of activity that is inconsistent with the history and usual pattern of activity of an applicant or customer, such as: 

(a) A recent and significant increase in the volume of inquiries; 

(b) An unusual number of recently established credit relationships; 

(c)  A material change in the use of credit, especially with respect to recently established credit relationships; or 
(d) An account that was closed for cause or identified for abuse of account privileges by a financial institution or creditor. 

b. Suspicious Documents 

(1) Documents provided for identification appear to have been altered or forged. 

(2) The photograph or physical description on the identification is not consistent with the appearance of the applicant or customer presenting the identification. 

(3) Other information on the identification is not consistent with information provided by the person opening a new covered account or customer presenting the identification. 

(4) Other information on the identification is not consistent with readily accessible information that is on file with the creditor, such as a signature or a recent check. 

(5) An application appears to have been altered or forged, or gives the appearance of having been destroyed and reassembled. 

c. Suspicious Personal Identifying Information 

(1) Personal identifying information provided is inconsistent when compared against external information sources used by the creditor. For example: 

(a) The address does not match any address in the consumer report; or 

(b) The Social Security Number (SSN) has not been issued, or is listed on the Social Security Administration’s Death Master File. 

(c) Personal identifying information provided by the customer is not consistent with other personal identifying information provided by the customer. For example, there is a lack of correlation between the SSN range and date of birth. 

(d) Personal identifying information provided is associated with known fraudulent activity as indicated by internal or third-party sources used by the creditor. For example: 

(i) The address on an application is the same as the address provided on a fraudulent application; or 

(ii) The phone number on an application is the same as the number provided on a fraudulent application. 

(e) Personal identifying information provided is of a type commonly associated with fraudulent activity as indicated by internal or third-party sources used by the creditor. For example: 

(i) The address on an application is fictitious, a mail drop, or a prison; or 

(ii) The phone number is invalid, or is associated with a pager or answering service. 

(iii) The SSN provided is the same as that submitted by other persons opening an account or other customers. 

(iv) The address or telephone number provided is the same as or similar to the account number or telephone number submitted by an unusually large number of other persons opening accounts or other customers. 

(v) The person opening the covered account or the customer fails to provide all required personal identifying information on an application or in response to notification that the application is incomplete. 

(vi) Personal identifying information provided is not consistent with personal identifying information that is on file with the creditor. 

(vii) For creditors that use challenge questions, the person opening the covered account or the customer cannot provide authenticating information beyond that which generally would be available from a wallet or consumer report. 

d. Suspicious use of covered accounts.  

(1) A covered account is used in a manner that is not consistent with established patterns of activity on the account. 

(2) A covered account that has been inactive for a reasonably lengthy period of time is used (taking into consideration the type of account, the expected pattern of usage and other relevant factors). 

(3) Mail sent to the customer is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the customer’s covered account.
(4) The creditor is notified that the customer is not receiving paper account statements. 

(5) The creditor is notified of unauthorized charges or transactions in connection with a customer’s covered account. 

e. Notice from Customers, Victims of Identity Theft, Law Enforcement Authorities, or Other Persons Regarding Possible Identity Theft in Connection with Covered Accounts Held by the Creditor.
(1)  The creditor is notified by a customer, a victim of identity theft, a law enforcement authority, or any other person that it has opened a fraudulent account for a person engaged in identity theft. 

3.  Detecting Red Flags in connection with the opening of covered accounts and existing covered accounts, such as by: 

a.  Obtaining identifying information about, and verifying the identity of, a person opening a covered account, using the policies and procedures regarding identification and verification set forth in the Customer Identification Program rules implementing 31 U.S.C. 5318(l) (31 CFR 103.121); and

b.  Authenticating customers, monitoring transactions, and verifying the validity of change of address requests, in the case of existing covered accounts. 

E. Identify if any accounts are reported to consumer reporting agencies and if Health Center has received any fraud or active duty alerts related to any accounts.
F. Identify if any accounts have been placed for collection where the prohibition of  15 U.S.C. 1681m on the sale, transfer, and placement for collection of certain debts resulting from identity theft

IV. Develop additional policies preventing and mitigating Identity Theft with appropriate responses to the Red Flags the creditor has detected that are commensurate with the degree of risk posed. 
A. Consider aggravating factors that may heighten the risk of identity theft, such as a data security incident that results in unauthorized access to a customer’s account records held by the creditor, or third party, or notice that a customer has provided information related to a covered account held by the creditor to someone fraudulently claiming to represent the financial institution or creditor or to a fraudulent website. 
B. Appropriate responses may include the following: 

1. Monitoring a covered account for evidence of identity theft; 

2. Contacting the customer; 

3. Changing any passwords, security codes, or other security devices that permit access to a covered account; 

4. Reopening a covered account with a new account number; 

5.  Not opening a new covered account; 

6. Closing an existing covered account; 

7. Not attempting to collect on a covered account or not selling a covered account to a debt collector; 

8. Notifying law enforcement; or
9. Determining that no response is warranted under the particular circumstances. 

V. Educate and train staff regarding:

A. Red Flags of Identity Theft.

B. Policies and procedures of  the implementing program.

C. Need to identify new incidents of Identity Theft and report.

VI. Updating the Program:   Health Center will update the Program (including the Red Flags determined to be relevant) periodically, to reflect changes in risks to customers or to the safety and soundness of the creditor from identity theft, based on factors such as: 

1.  The experiences of the financial institution or creditor with identity theft; 

2. Changes in methods of identity theft; 

3. Changes in methods to detect, prevent, and mitigate identity theft; 

4. Changes in the types of accounts that the financial institution or creditor offers or maintains; and 

5. Changes in the business arrangements of the creditor, including mergers, acquisitions, alliances, joint ventures, and service provider arrangements. 

D. Report, review and authorize activities.

A. Director of Risk Management and administrative staff prepare annual reports of risk assessment, policy and procedure development and additional program development.  See Appendix B.
B. Board of Directors and/or Executive Director review compliance reports and approve material changes to the Program as necessary to address changing identity theft risks. 

E. Oversight of service provider arrangements. Whenever Health Center engages a service provider to perform an activity in connection with one or more covered accounts the administrative staff will take steps to ensure that the activity of the service provider is conducted in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. Health Center requires the service provider by contract to have policies and procedures to detect relevant Red Flags that may arise in the performance of the service provider’s activities, and either report the Red Flags to the Health Center, or to take appropriate steps to prevent or mitigate identity theft.
Authorized by:

_______________________________________

Board President

_______________________________________

Chief Executive Officer

Appendix A

RESOLUTION OF

HEALTH CENTER
BOARD OF DIRECTORS

Be it resolved that the Board of Directors of Health Center has been advised of the Federal Trade Commission’s Identity Theft Red Flag Rule, recognizes the necessity precipitating these regulations and hereby authorizes the Executive Director to implement a Federal Trade Commission Identity Theft Red Flag Compliance Program in accordance with 16 CFR Part 681 and to receive any reports related to its implementation and annual reviews.

It is resolved that the Federal Trade Commission Identity Theft Red Flag Compliance Program is authorized.







____________________________________________







Board President

Appendix B

To: 
Chief Executive Officer and Board of Directors

From:
Director of Risk Management

Date:


Re: 
FTC Identity Theft Red Flags Report and Program

In accordance with Health Center’s Policy and Procedure implementing the Federal Trade Commission’s Identity Theft Red Flags Rule, I have completed a risk assessment of Health Center’s operations involving their covered accounts and prior experience with Identity Theft.  

Health Center creates accounts for self pay clients.  These accounts are based on a sliding fee scale where payment is requested at the time of service but no one is refused service due to an inability to pay.  At the time of creation of these accounts the client is requested to show photo identification and give basic identifying information of name, address, date of birth, phone number, and social security number.  Not all clients are able to provide photo identification at the time of registration.   If a client has an outstanding balance after the visit, a statement is routinely mailed to them on a monthly basis as a reminder of the outstanding balance.   Many of these statements are returned as undeliverable.   It is clear that some clients are transient and have moved and it appears that some clients give inaccurate addresses in order to avoid receiving the statements.  Many phone numbers are also inaccurate for similar reasons.  The staff does attempt to identify accurate addresses and phone numbers when clients return for further services.  

Outstanding balances are not reported to Credit Reporting Services or turned over to collection agencies.  Thus, there is no risk of selling or transferring accounts that may be a result of identity theft.  No fraud or active duty alerts are received due to the lack of any relationship with Credit Reporting Services.  

Current policies require staff to request photo identification and appropriate identifying information.  Photo identification is copied and placed within the medical record.  The center is also in the process of getting all clinics switched to electronic health records in addition to the electronic registration and billing record system.  As these processes are further developed, further identification features will be evaluated for inclusion in the system.  Staff will be educated about including appropriate identification and being aware of suspicious identification.

This policy will be reviewed annually.

